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Moore's Law

National Human Genome
Research Institute
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Computation over encrypted values

Holomorphic encryption

Bob ﬁ Alice m
s - 2272

m,, m, :secret numbers
c,=Enc(m,): encryption of m, C,
c,=Enc(m,): encryption of m, C,

Enc(mi) - Enc(ms) = Enc(mqi + mso)

Enc(mq)™? = Enc(mimso)
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Virus detection from RNA

[Sasakawa+WPES2014] Oblivious Evaluation of Non-deterministic Finite
Automata with Application to Privacy-Preserving Virus Genome Detection]

NORO virus TTGAT‘éq _g -ﬁ WGAT‘Q‘
‘Y& AGGCTATC) [l - AGGCTATC
S > D)

—

B

VIRUS INFECTED!

* |dentification of infected virus is not easy
— Electronic microscope
— Cloning
* Virus RNA detection from patients samples (blood,
faecals) by next generation sequencer
— Quick and relatively inexpensive

— Privacy concern remains
* Personal genome is sequenced together with virus RNA
* Bio terrorism



Privacy-preserving virus detection with
string matching

n
Private string (genome sequence of subject) ... o
T - "ATGCGTGCGA GTCGCCAGA:--

W&W

Private pattern (target RNA virus)

P | GT(GA[GCO)*

* Find presence of private pattern (virus) P in private text [’
(genome sequence)

* Learn presence only, nothing else



String Search via NFA Evaluation

Linear NFA: z 5 _
Exact search '0 09 99@ P = ababb

O P = ababb
Ukkonen NFA: @ 2-differences are
Approximate search \ permitted

020,
Thompson NFA: @

- OO0, DD

Regular expression search & o _________

P = (AA|AT)((AG|AAA)Y)



Matrix Representation of
NFA

blo]| 1| 2| 3| 4 |Asapreprocessing, the algorithm
2 constructs adj-matrix of NFA for
each edge label.

*[f NFA has the edge from j

to k labeled by character ¢

- M[c]ik =10
*Otherwise
-M[c]ik = |

B
()
O (D— -3



ONE Protocol

Automaton
Holder (AH) . Text Holder (TH)

input: automaton A input: text T

Construct and encrypt
matrices M of A, and send to
TH.

Generate state vector S.

Fori=1ton
Total complexity is
O(nm”2) time,
comm. and O(nm)
round

Calculate following update
formula obliviously

S[i] < T[(Sl] + Mleli ;)
- " Send the rézalts to AH.

m: the size of automaton A, n:the length of text T



RNA Virus:
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E.g. Norovirus
Approximately 6,500 base
pairs (4-letter alphabet). Can
be read in either direction
= = 13,000 letters

Mutations (letter
substitutions) can occur.

Sequencing Data:

EEEEEEEESigeEEEEETS
 FERER . LER N R I

pich-h-b-b-b-b b S

HENR l.l BNl gpg *“‘.I.l.l

EEN : : ; ;‘.‘.i.-..-I u .'.l.l.- .I .l .l

(R RER . IR RRLITTITLEN
i L L Ll E R

A L LT T
LR 3 J J 1 I NN N
EEEEEEEENDN

Fragments of RNA (“short read”):
each sample =150 bases x 3¥6M

Includes RNA from many different
organisms (metagenome), not just
virus or host.

If infected: = 30,000 reads belong to
the virus (= 1.2%).

RNA Virus Detection

Detecting the virus:

Map short reads to a reference genome
for the virus: substring matching task
allowing for insertion/deletion/
substitution.

If the virus is present in the
sample, each position of the
reference genome will be covered
at least a certain number of times
by mapped short reads.



Oblivious RNA Virus Detection

Mapping all short reads to the reference genome
would be too expensive in an privacy-preserving
context.

Instead, we select a highly-preserved substring
(31 letters) from the reference genome and use it
to test a sample of short reads (30,000 or about
0.5% of all reads) using our oblivious k-mismatch
algorithm (ONE).

5~ Worst-case probability of false negative < 0.074%

Results on 3 infected samples

EEN
EEEEN EEEEEEN
EEEEEEN
Performances:
k=11k=2
Sensitivity (true positives / total positives) 2/3 3/3
Specificity (true negatives / total negatives) 1/1 1/1
CPU time per read (1 core) 129.2s | 192.3s
Time per sample (128 cores) 8.4h 12.5h

and 1 control:
Sample Total Exact k=1 k=2
reads Matches
Norovirus samples
ERX202484 | 2957446 | 0 (0) 474 (5.3) 487 (5.3)
ERX202485 [ 5902290 | 1078 (5.3) | 1122 (5.3) | 1147 (5.3)
ERX202486 [ 2671055 | 0 (0) 0 (0) 1276 (14)
Control sample
ERX202487 | 3526904 [ 0 (0) | 0(0) | 0(0)

Using 512 bit encryption keys, with Intel Xeon E5540 2.53GHz cores:
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