


RS

T —4 KR - FAl

m
e I



TFxa1UF1ETSAINS

GEED)Fa1VUFa

WEIBHR




TFxa1UF1ETSAINS

(GAEDYEF1VUSFTa

= m ‘ -
WERHR

(T—5)T SIS
j—

NI

VAN
W

WEBHR

NI

WE B




HWRFEEEFIVUTa - TSI DERIFEZIC?

o :#mmE UTIEIRES=DICEN
o Input privacy (or E&1L)

o Privacy-preserving data mining (or #2%:518)
o Output privacy (or #8), ZD T 514/ —Q &)

o 59 RFIA(=outsourcing)Z&E9d 34 UFHEIEIE
zh3

o SRl [{EAREIL1]=8
o SEIFIZBEASIRLN




o Privacy research®=D D 1'%

o PPDM : BSER7I O—FI(CHITFBN<DHD
FZIVTVX A

o Differential privacy&MLOHHHD
o MLOIGAEEUTDI S1)\S—RR




Input Privacy

NFEERN S DB 2B <
=Anonymization/Input privacy [Sweeney02]




Privacy preserving data mining
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F—AIAHETCEZGFRIZITRIZV
=Privacy-preserving Data Mining [F'}KF‘aﬁO9]
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Output privacy

R E B =GN SDEEZ
=output privacy [Dwork06]
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Privacy Preserving Data Mining




Secure function evaluation

A, BZENENWAHNET(CF(A U B) DHETE!

o WERIEEHE (Secure function evaluation)

o AlZ—FAZBICRIRUTZ <0

o BE5—4BZAICERUTZ <R

o J=E UEESNIET—SAUBICDWLWTHAUB)ZAID f=L)
o fF—HII1M=>0Di5E, LWHhhSPPDM




HERBENFRBENES

o meZyzZzXvt—=,re Z, ZalEETD
o (pk, sk): 2FHBE EMETRDRT7
o BES1L: c «+ Enc,, (mo:70)
o B51t: mo — Decsk(c)
o mO,m1, rl,r2 € Z
o ESRNIDNEN)ERREZIFDOEE:
o BES DA

Ency, (mo; ro) - Ency,, (ma; 1) = Ency, (mo + myiry - r2)
o BEXEFEXDIE

Ency, (mo;79)™" = Enc,, (momq:7’)

e.g. Paillierfi§= [Damgard01]




Example: private computation of ax+y
- Y

Alice has x Bob hasy, a
Problem: compute random shares of ax+y = rA+rBmod N

\_ ,
Key pair (pg;, .ng) | ! > Public key Pk

N
-

c — Enc,, (z) |

Generate a random number 7" B

c < ¢ — ¢* - Ency, (y—rB)
r4 «—Decg, (') = Ency, (2)* - Ency, (y — 7B)
—ar +y—rp = Enc,, (ax +y —rp)

[TA—I—ngaaf:—l—y mod NJ
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n #RBFSHE{ED> THHBO7ZIILIU X LbY privatize”

JigS L TEHLD7 I IV L%

o SNJLFAI[A

privatize 9 3 ZF TIEIVWRERISE SR

0 ERENEHET3EFIAGLY—5Y RPILTUZ
ADREICHUVANRESX B E

o A> S >FHl [Sakuma and Arai, ICML2010]
o PageRank[Sakuma and Kobayashi, SIGIR2009]

rai and Sakuma, ECML2011]

o f5EEMIME [Yang et al., SIGKDD2010]
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o Fort=1,2,--,T:
L THERIC— B T BN (y,=1)" or “FhB(y;=0)"] ZBIR
2. FBE: ITFR)\— bOEBEZRICT Ry, B4R
3. RIB(N—2 v ) #ifly, =R
4. THFX)\—b: BEOFRICHIDEKXI (v, Vi )ERITD
5. FEE: BEOTFTRICHIDIEKR | (Y, Yo ZRITD

Experts ( °° °°)(°°) . °°
S— S~~— S~— S~~—
Increase! Drop!

Learner




Regret minimization

o sHMEEHE : regret

o HiETICHENWTC, [HFERNICEBMRVERKRZR O TEITHFR/(— ~]
(CLEXRT, FBAEFEDERERMNZN O TTH

Ryt =Ly —min; L; 7
|_'_l \ Y J
SEEHDEAA  BEVRVMERAER S T2 (— hDIBEA

o BiR: Ry1<0O(T)
o T—oo MMIPRICHUNTR, ¢ (FEK (a.k.a. Hannan consistency)
o B+ EITNE. KREODITFHR/(— M EEFEEDEXRTID
o COBFEZENT SIEHIC. FEBEFIEDOLSREEEZE ENEXLVD ?




Exponential Weighting Scheme

o HEES
o KWWV FEIZE LU TWVWDRIFR/— MBTBEEINTTLVELDIC
o BEOWFAIZLUTWVWDRIFXR/— MBTEEINICT<K<WEDIC
1. BILFRA/)I\N—F;DWNT Eé’}wit’&;ﬁ;%v_-‘y JE

we = o (=Y Hinn)
s=1
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ITwmEDOIFR/\— bDRIFIEK

., BHwEERE Wi
Pit — N

2521 Wit
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Experts e oo oo iR

~—7/ \~~—rFr"/ \ -

Increase!

Drop!

Learner

o T2IEEET IV (eg. Exponential weighting)
o FBAEEINTCOIFR/\— bDESEIERZEHHOIEE
o Exponential weighting Learnerd®Regret bound[Vovk90]

RBM T < '\/ET 111 f\r Hannan cosistent!
T: 50> RE. N: TFHXR/(— &
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Experts g ...... ooo
e T
Drop!

Learner g

o EBIBEERESIL (eq. Exp3 [Auer et. al. 2003])
o S5MNUHRDIETFR/\— S DHES EEKRZEH
o Exp3 learnerd®Regret bound Hannan cosistent!
Repsr < 2v/e —1vV/NTIn N
o TFRA/N\N—FMHhSOWEBEDBRSZIRD CIEFTERRE
o BRUEWVWSFUAXED EHIFRDEUVWEIRES IV

. Let me know your prediction




I S14NR—MNEHRETIL

My prediction
cannot be
revealed::-

My prediction
cannot be
revealed::-

Learner

o IS5SA~R—MBHRETI
0 TF+X/)\— rEEBEBHWICTFAIEELRE—URRUERL
o Hannnan consistent/@A > S > FRIEIFEAEARTIEICRZA DN ?




Oblivious Roulette

o Playing roulette game without seeing the roulette wheel

Dealer

Dealer Dealer’s input:
-a secret number (prediction)
-a weight
Dealer
© 9 D11727374 | 2 3 Constraints:
Dealer ¥Z ¢ o1 The dealers and learner

cannot see other dealers’
numbers and weights
Dealer




Oblivious Roulette

o Playing roulette game without seeing the roulette wheel

ealer

Dealer

The winning number is
observed only by the
learner

Dealer
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20 b3J)LDES

o Z20O0M3JJLORF
, Tk

- = Encp((@ir — Ji)rik +yi mod N)
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THR/)(— btERikEEBEDIEEN—FT LTFA/ (— ~NDFH
NE0. ZSTRIFTNIS A LIRXMEZE ED

o Oblivious roulette protocol
o ITF+XR/\—NOFRNEZEICE <EE_£"—(¢D|

o NSO EE(FEEDH N ELST2H. THFR/\— MIEVDTFRIE
PN CR S8R0

o FRRICFBEITENHDSTFHZE5 TN EARTAEERALUZNT
F )= MZHISNZRLN

o CNZEDHD Eexponential weightingz 754 X— NMBERETIL TE
TCED
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BHREIL N VAN E Regret bound
SEEB/HRETIL 2T FX/)\— bDigask,FHl REW,T < \/2T n N
EBIEHRETIL /& UIEIFXR/— hDELK,FE RExp s < 2 /o — 1\/ NTIn N
TSANR—MNEHRETIV | tiIFR)\— boigk, FiRlS &l

" TERL Rew.r < V2T'In N

o0 JS5ANR-MERETIICENWTE:
o Hannan consistencyzE CEE LI
o UM Eregret bound 32 BEHRESTILERCA—S —TT

o & - BREMOTFR/\—hEHBULALK LB, FBEITEBERET
JLICE T Dexponential weighting ERIZFEDFRIN TEET




T SIS AREEBEF D EFE(ECML2011, /w H. Arai)

o ERBEFADT SIS

o HIVICREERLUTWLWBAMNMIDZLY, TE
MREICWLWET=<A0)

o ASAGHIVICREERUTLYWDIEDH
BTN

0 BESALCSTAIFBEICHERSZEE DI
CENBDIMNBR TN

o WEDAND
o SN ASAIGHIVEEED ?

o U2 BSALCSTAIFBEICHER
BEEDTTH?

o
o FAFHIVEZEDRIEEEN DD H ? HRIZBRY RDO—2




DTS4 INAREEBMDOEFEE(ECML2011, /w H. Arai)

The Structure of Romantic and Sexual Relations at "Je{Terson High School"

wfo lataset
e 4 ?
Y 2 1ep, : / |
. ‘i —
- ”"-ﬁ-"‘ ¥, ‘S *-"' e \
. &2 PRl ST SVASIE P Sl -—:; &
-% ] RF .‘r-ﬂ._ L ] 7\ *- - SR .
i%"‘“ Loa, Y S A T
> R g . 7]
b Bl N ot X
-‘.’ «I"""Tﬂ'r'..:_- -
¢ 7

{ .x,w L C v :

.>L- — —

03

, | AT - T

Femal=
| 25 30

FEach circle represents a student and lines connectig students represent romantic relations occuring within the 6 months |d es
preceding the interview, MNumbers under the figure count the number of times that pattern was observed (Le. we found 63
pairs unconnceted o anvone ¢lse)
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IS4 I RERLBEF DS FE(ECML2011, /w H. Arai)

The Structure of Romantic and Sexual Relations at "Je{Terson High School"
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(a) Error rate in ROMN dataset
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o FIZEREROSIEHBOEFENHRTLSBIPIVIVXLRSIRATS
o J>OFH
0 LZIEGIS
o ENRVETENE
o J5ORY—=220
o Al
o A2SH2F8, T — LAMTIERER)
o FUWLWEWLWDULKICPDEREAMN?
o BRICSITHIITSY R IA—LDBBE
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Output privacy
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FhEE

F R E TR SDHETEZ <
=output privacy
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Output privacy M(436)—>420

436EF'3 Result 420

i : | ; 420/ H!
owner adversa ry

Query: AfL3EFEH DI FN?

o REBRGOIOIVZHRT

o A—F—(If(D)z5E

o DODOWEZEFBRIZHICF(D)ICHIMZ U TH SR
o IEHEIM(f(D))hSDZiHEH

o [ EARMRBRSREEEBDH ?




Output privacylcdrd Semantic security

(0, =
% 420.3%5 gw275
A

o f(D+A)Ef(D)REBARICEDSRITNIE. f(D+HA)DRRIFAST AD
TS5A)IHZBELOTULVRWN (SEICULED )




Differential Privacy[Dwork06]

o CARICEDSIRWE(E::-?
o Differential Privacy[Dwork06]

Pr[ K(DB - You) € S] g

<e
Pr[ K (DB + You) € S]

AZTANND EVNRNET, FHEHFIR
(F420FFHEVWSHTERMREDS TS
WROLEN eI T A YT —

¥

gy 420




ESYPHO>TDPERERIT SDH? Laplace X hH=X A

o f(DB)ICHIER ) 1 XZINX CTHx
o FEIE: R = Affe& UTz &= (CLap(|x]|/R)CHED J A X il Z N e-
differential privacy

o Af : fDT—SDZEALICHT T DRRE

1 = ASANND ENENET
—e iR — FERMNEN S SNENDDHN
2R TREDTES
=sensitivity

/\

I FFS

Lap(z: R) =

I FFFa

I FFFF

T FFIFS T FFIFS

FIEIFFFFFFS

-4AR -3R -2R -R 0 R 2R 3R 4R 5R




Sensitivity

o HB3ADBNBZIHVEBVHT, HERREBRATENETNMDSH ?
A1 =maxpg y,, |f{(DB+You) —{(DB-You)|

o I
o CountoIU: Af=1
o FEHOTY : Af=S/N, S:EDL >, N: A
o maxZ I : Af=S, SHEDL >
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o tERFES
o OXs/IMEULTZLY
o FEFEROEHZIMF LZ0Y : IEEME, K5 > T5F18, etc
o IS5AMI\ARE
o HOOWEIBIRADESZINEI UZV : BRft, ERT 51/
o T—AHE> TLWBIAEAE LT
o WMHEFHEBLITNS?

o [l & [HDOWMEBHRADESOHIH | (XREIKF(C
EK CEDDTIE?

o #MFEB DT Iy J(e.q.lEAHE, RS> TELOD T S 1) AR
&Y —ILEUTERRROTIE?




Differentially private ERM minimization

[Chaudhurill]@IJMLR

o Private datah 5D B FEH

g;—ag;; ++ --jl> A(E;gﬁw jl> T

AICHTS .
” Private data X

Publish clas%ifier only
o Differential privacy in ERM fle)=w"2
o B W f(x) = w!x
0 HDT—INHADERMNBDE, W HMEZSNDERXRIHED
ZHD5IR0N
Pr{A(X) = w]

PrlA(X") = v

< expe




Differentially private ERM minimization

[Chaudhurill]@IJMLR

O ;‘_5D={(X1Iy1)lu.l (XNIyN)}I I Ixil |<1, yie{-lll}
o wl:Dh\Slogistic regression(c &> TROI=D IR

L(w) =<3 7" log(1+ e_yiwf“)
falw) = 3]l +L (w)
o WiPHbhDI(Z, differential private’2f%Easw2ZBx U0
o Af =nA/2, R = Af/g, r~Lap(w; R)&E U Tw2=wl+rZ
IEAfbf EREIRD&R/IME

w2
wl

\ =50) INEVATHEBEN S




Differentially private ERM minimization

[Chaudhurill]@IJMLR

O

FA547: )4 X&EMZI-BHESERE
NIF—b ~ h(bh) x ezl
UToOREE##EL

bT

K : O w 1 n _ = wT .
w* = argmin, ;A Aw’ w2 H = Y. log(1 4 e %% %),

T

cr. fa(w) = IA[[w]+ £ T, log(1 4 e7%w" =)

Theorem?2.

w*(3X e-differentially private
W*



Differentially private ERM minimization

[Chaudhurill]@IJMLR

o AENREFR
o JARzZzDEZI>HEZFITEED
o IFAEIEZ IR Do Z/RFESED

o EOIEELDREEZP O TLVBRDRSFEFEH T > THREDS
LWEBEDZ

o ERMICH L\ Te-differential privacyZ5 X 3HENEHICERT
D EVNSDIEIRHEHRVER
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Adversary &administrator®Xp5

= REY—JL frtEy —JL
i) i 2w G
T1ILA gL S AT LESS R |[REYV I DT
/malware 7
2y D=2 [2A v ND—ORBSERRAT | REY D N \— R
TF+Fasa T
ijS/éveb BE=L, 20— >0 & HinF & ?

—EA BT | HinFE?

o0 BARMPOEERM, R/INATD 1 IIVIDHERFEDEERLR T
TJUT—23>THoleLSIC-

o REZ{EVLEMEHETE, anti-IRE&{ECanti-EIHEHEED AR
FEOEERT7IVICIRBDTIE?
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SNSHE#{E & antilREd{E

facebook

o facebookTT(IEE4L, twitterTI3iA%A
o Twitter(CI3EH ) —REZHHD
o RE3J—BRoDY>JlEik(dvisible

o IZAIDRIRE: 3D facebook7Z H D> MIHIRT DtwitterZ7h D> MERET
ESBdh?

o BAEMEIDRIEE : B9 dDfacebook7ZH D> M RIEENRWEDICIFEDKLS IR
BEROU O {ENIELNH ?
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o “You might also like:” Privacy Risks of Collaborative
Filtering, IEEE S&P2010 [Calandrino2011]

o Webid EQSHEIBIRYCC—ILAS > FI0REODSTAF=0
A=ZINEL, TNEZBEI-—YO"HEMEHR" SO, BEL
—YHOXRMD ST O> 3> =iEm

o f#rl : Ms. Brown(ZR&BMDJ7)L/\A(Cal,a2,a3%2E0 L E1—%
Z2UL\TCWVB. AT AUFEHVRIBDIZILINATHSD. Dayl Tl
70,000fIfz>7=hY, Day2(C(E15,000fiZ(C_ EH. Day2<TlX, 7715
At(atal a2DFBUT AT LV A NCHIRL, a3 LU R
I\W(L_"C’yc"ﬁﬂxrb\iﬁbf NS5 M 5SMs. Brownld )71 T AtxiE
AUFEERTES. EE, 1ALRAICMs. BrownlE771 7 AtdDL
Ead—%&=EuL\

o IEB(CEIRHERZEDOTLND
0 MLZEXEED LERERRELAIEE ?
o RS2YDS3a>HEREihT 3 (ICIXEARMEDNERID ?
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o ML&privacy research(C(3Z#RIADDHODAEHH D

o 56 : HISRE - B E D S\ REDIRRNRE—1*

o ZILIUX A : privatizationhd /=5 UL\EEDMLZE
)

o & : SNS/webbY—E XDanti-XX(Epromising/2 72>
2
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